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7 oa)lA5dL Core Technology

e Research since 2006
e Active development since 2014

e Two best-of-class diploma theses
= Gregor Kopf on decentralized PKI

= Simon Willnauer on step precise network simulation
Backed by a steadily growing consortium

= 4+ companies

= 30+ individuals

authorization and authentication for a connected world.



)it GmbH

. Founded by Felix 'FX' Lindner

Broke Cisco routers (42
» Broke Huawei routers 4

= Broke NSA's Lawful Interception (LI)
interfaces ©)

= Hacked a German Utilities Company )
= Pwnie Lifetime Achievement Award ()
e Subsidiary of high-end security
consultancy Recurity Labs ©)

e Privately owned and operated

Berline

@ Stuttgart

authorization and authentication for a connected world.


https://www.ciscozine.com/black-hat-usa-2009-router-exploitation/
https://www.youtube.com/watch?v=fZAs9M-gLbE
https://www.zdnet.com/article/hack-in-the-box-researcher-reveals-ease-of-huawei-router-access/
https://www.heise.de/security/meldung/Huawei-bittet-Felix-FX-Lindner-um-Hilfe-1741721.html
https://www.zdnet.com/article/researcher-describes-ease-to-detect-derail-and-exploit-nsas-lawful-interception/
https://www.zeit.de/2014/16/blackout-energiehacker-stadtwerk-ettlingen/seite-2
https://www.heise.de/security/meldung/Pwnie-Awards-Hacker-Oscar-fuer-deutschen-Whitehat-Hacker-FX-3784864.html
https://recurity-labs.com/

Research & Development Timeline

Rust Implementation
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authorization and authentication for a connected world.



o3 )ln3d L vs. Classic PKI

Fully offline-capable dynamic authorization of peers
= Stay operational, even in blackout scenarios!

Built for federation and decentralization

Delegation at the edge instead of center (can be pinned)
= Arbitrary precision in expressing delegations

= Mathematically proven full or partial delegations
"2n-eyes" trust: Multi-path / parallel-path delegations
Synthetic quoted delegation proofs instead of fixed certificates

Dynamic rescinding instead of revocation (no CRL/OCSP needed)
= Rescue & reuse leaf certificates after revocation of intermediate CA

= Communicate delegation renewals / changes via any means
= Reduced attack surface

Fully transport agnostic (no Blockchain, no nothing)

authorization and authentication for a connected world.



a7t core

Application Scenarios

e Automotive C2x/V2x Communication

e SCADA/ICS off-grid authorization

e Network-on-Card enabled physical access control
e Rental and sharing economy

e |oT /lloT interoperability

authorization and authentication for a connected world.



Your personal contact:

Gregor Jehle

gregor@p3ki.com
S +49 (0)711 22051252 (Stuttgart)

FEJ[%E P3KI GmbH

trust yourself. &4 Wrangelstr. 4, 10997 Berlin
¥ contact@p3ki.com
. +49 (0)30 695399933 (Berlin)
. +49 (0)711 22051252 (Stuttgart)
W @P3KI

authorization and authentication for a connected world.



